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The Security Scrutiny in HE
continues basically the same but...
there are significant few changes!



Main novelties

» Legal basis in HE Regulation (
is not only a necessity, but also

Arl
&Jegal obligation!

‘
‘;

» Standardised process for all activities in HE.

proposals.

| updated set of guidance material.

Questionnaire in Part-A of ALL HE
proposals... as well a dedicated
section in Part-B, in case that ANY
answer from the questionnarie is

llY E S”.

HORIZON-CL3-

ecurity issues in research proposals

» Security Self-assessment by the applicants in the proposal template for all HE

2021-FCT-01-02: Lawfuol inferception using mew and emerging

technologies (5G & bevond, quantum computing and encryption)

Spedific conditions

Expected EU The Commission estimates that an EU confribution of around EUE. 5.00

coniribution per | million would allow these outcomes to be addressed appropriztely.

praject MNonetheless, this does not preclude submission and selection of a proposal
requesting different amounts.

Indicative The total indicative ndget for the topic is EUR. 5.00 million.

Budger

Tipe qf Action Feesearch and Innovation Actions

Eligibulity The conditions are desciibed in General Annex B. The following

conditions exceptons apply:

The following additional eligibility conditions spply:

This topic requires the active involvement, as beneficiaries, of at least 3
Folice Authorifies'® fom at least 3 different EU Member States o
Associated countries. For these participants, applicants must fill in the
table “Eligibility information about practitioners” in the application form
with all the requested informaton, following the template provided in the
submission IT tool.

L B B N N §B §B §B N §B &N B N N B N N N §N |}
Some activities, resulting from this topic, may iovolve using classifed
backzround and'or producing of security sensifive results (EUCI and
SEMN). Please refer to the related provisions in section B Semnty — EU
classified and sensitive information of the General Anmexes.

Technalagy
Readmess Level

Activities are ExpectedmarjuetETR_L ‘-d b} ﬂJ.e en.doftheprl:uect =)
General Annex B.

\--



Security Appraisal in HE: overview of the process

The Security Appraisal Procedure concerns all activities funded under Horizon
Europe and includes three main steps:

1.

The Security Self-assessment by the Applicant — all proposals; 2 You
must complete part-A & part-B of your proposal!

The Security Review by the granting authority, the Commission and national
security experts- a selection of proposals; = For topics in Cluster-3 &
topics the Space part of Cluster-4... aswell for any other topic where a
potential doubt about security sensitive aspect/research may come out
- AFTER THE TECHNICAL EVALUATION and in parallel to the ethical
review.

The Security Checks, by the Commission or the relevant funding body,
where appropriate, during or after the life of the project. » Checking that all
security measure are being taking in place regarding the management of
secure sensitive information and deliverables. Modifications in the
security classification (up or down) can happened, if considered
necessary!

Possibility to flag a topic as security sensitive in the Work Programme
influences the routing of the process (p.e., delays in the GA signature). At
present, the security sensitive topics are from the Civil Security, ICT related
topics (p.e. quantum) and the some space calls.



En resumen...

Evaluation Grant preparation

T

E5R=s E grant
preparation
Inv. letters

sign ature

Evaluated Projec closure

e

a L -

- -
-

Security checks E Security audits
audits

Security self- Pre-
assessment screening

Security Scrutiny

v' Security Pre-screening/during the scientific gvaluation or soon after- by granting authority staff. For
proposals submit{fd under non- security sefsitive topics when: the applicant has replied positively
to the Security Jssues table or the appligdnt has replied negatively, but the granting authority has
detected security issues.

v' Security Screening: afte
HOME). Automatica
DG HOME will asg
Scrutiny.

e scientific evaluation and before the signature of the GA - by EC staff (DG
performed to all proposals that have gone through the Security Pre-screening.
ss the pre-screening results and decide on the possible launch of the Security

1. Security Scrutiny: After the scientific evaluation and before the signature of the GA - by national
security experts (Security Scrutiny Group). = Only proposals above threshold and considered for
funding, which can lead to security requirements that become contractual obligations. IS NOT A RE-
EVALUATION OF THE PROPOSAL AT ALL!.




Remember the Security Scrutiny...

Eligibility Send
checks proposal

i eligible
| Individual Evaluation |
No eligible: i
Exclussion List Consensus
Below Meetings
treshold

Consensus Report Jv Above treshold

CR+ESR I Evaluation Panel I l
ESR i

I Priority List Ethics check

Security Scrutiny
To EC L
decission
l Commission Decission I
v v l l
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Overview of the process: Security Self-assessment

The Security Issues Table (part-A) includes 3 main questions:

* Involvement of information/materials requiring protection against
unauthorised disclosure (classified information) and participation of non-
EU countries.

= Potential for misuse of results.

= National security restrictions or other security issues that should be
taken into consideration.

If the answer is “YES” to any of the questions = When preparing a proposal,
under a security sensitive topic, the applicant is also required to complete a
Security Section in part-B with more information on specific security issues.
Information and guidance can be found in the Security Section template.

Attention: The proposals must not contain classified information (the IT tool
does NOT allow applicants to include classified information in a proposal).
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Overview of the process: Security Self-assessment

HE proposals will contain a Security Issues Table, mandatory for all applicants in Part-A.
Information and guidance can be found in the How to handle security-sensitive projects.

P R S i
ecuny 1ssues fable

1. EU classified information (EUCI)? Page

Does this activity involve information andfor materals requiring protection against unawthorised " Yes (' No
disclosure (EUCI)?

If YES: Is the activity going to use classified information as bachgruund:' information? (™ ¥es " No

Is the activity going to generate EU classified fCIr'EQr'ﬂI...II'Id4 information as resulis? I Yes ' Mo

Dipes this activity invohe non-EU countries? " Yes £ No

If YES: Do participants from non-EU countries need to have access to EUCI? ™ Yes (' No

Do the non-EU countries concerned have a security of information agreement with ™ Yes £ No

the EU
2. MISUSE -4 O Page
o . . (™ Yes (" No
Dipes this activity hawve the potential for misuse of results™
Does the activity provide knowledge, materals and technologies that could be T Yes (T Mo

channelled inio crime andfor terronsm?
If YES:

Could the activity result in the development of chemical, biological, radiological or ™ Yes (" No
nuclear (CBRN) weaponsand the means for their delivery?

3. OTHER SECURITY IS5U v Page

A
Does this activity involve information and/or materials subject to national security restricions? | (™ ves 7 Mo ;_ﬁ;{ o v BDT'
a . EINNCVACION

if yes, please specifys{MaSimum number of characters allowed: 1000 @CDTloficial



https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf

Example of areal proposal ... in case of answering “YES” in any of the questions in
parte-A...

proposalin. 101070xxx
acomym FANTASTIC

Security issues table

1. EU Classified Information (ELICTE

Dioes this activity involve information and/'or materials requiring protection against

unauthorised disckosure (EUCI? @Yes (ONa
Is the activity going to use classified information as background? information? (" Yes (" No
Is the activity gaing to generate EU classified foreground® information as result? (®Yes (O No
Dioes this activity involve non-EU countries? " Yes (" No
Do participants from non-EU countries need to have access to EUCI? (¥ Yez (T HNo
Elj-?the non-EL countries concernad have a security of information agreement with the @ Yes (" No .
Dioes this activity have the potential for misuse of results? (¥ Yes (" No 14
Eﬁ::szlz;?mr?;ﬁnzgﬂ.:ﬁg;ﬂam rials and technologies that could be @ Yes ( No 14
Could the activity result in the development of chemical, biclogical, radiclogical or Yes (& No

nuclear ({CBRN) weapons and the means for their delivery?

3. Other Security Issues Page

Dioes this activity involve information and/or materials subject to national security restrictions? CYes @ No
i yes, please specifys (Maximum number of characters allowed: 1000)

Are there any other security issues that should be taken into consideration?

i yes, please specifys (Maximum number of characters allowed: 1000) OYes @Na

IAcn\:n:Iing to the Commission Decision (FL, Euratom] 2015444 of 13 March 201 5 on the sscunty nules for protecting EU classifi=d information, “Eurcpean Union
classified information (LA} means any information or material designated by an EU security classification, the unauthorised disclasure of which could cause varying
degrees of prejudice to the interests of the European Union or of one or more of the Member States”.

I lnzsified background irformation is information that is already dassified by a country andfor international coganisation andf'or the B and is going to be used by the

project. In this case, the project must have in advance the authorsation from the onginator of the classified information, whidh is the entity (EU institution, BL Membser A

Siate, third state or inbemational organisation ) under whose authority the classified information has been generated. b 4 peme 'J EDT'
EINNGVACION

l1'E|..' clssified foreground information is informetion {documents/delive mbles/materials) planned to be generated by the project and that needs to be protecied from S

unauthorised disclosure. The anginator of the EUC] gererated by the project is the Furopean Commission

@CDTloficial



... Then, you should complete the Security Section en la part-B

Horizon Europe Programme

Proposal Template (Part B)

Security Section

Werzion 1.4

16 Jure 3021

HORIZONTE

EUROPA

@HorizonteEuropa

Divisién de

Programas de la UE

il HORT (0L ] 50 = inrdiisd cpbebruanariny B

IMPORTANT ROTICE
This Security Section must be completed in sccondance: with the: muidance How to hande seourity-
sarsitive projects and Ciassification of information in Horzon Europe projerts.

It part of your Application Form, this section must be pre<fillsd sireacy at proposal stage [nok
counted towards the page-imit). If not part of the Application Foem, it will be: provided to you during

grant preperation.
It will then become part of your Grant Aznesmernt (in Annex 1, Description of Arton] and will become
binding.
Y. Do MOT calate sy taxt. Al the subsactions should remain, but marbed az
Rk relevant for your projact.
HIETORY OF CHAMGES
- Fublication
Wiersson Ohanges:
date
10 Lo 3 [EEC
11 06 3 =+ Formating and aligrernt with cther secrfy puidancs

]
e A
. o S s -
ESPANA t R, EI]T'
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@CDTloficial



The Security Section in part-B has, basically, 3 sub-sections...

Coll ORI LS A0 L0 — inrasisd Spbabrianriny 22

1. Summmany of the project security Exses
After piving cuse considerstion to Horizon Europe suidsnce for Securiy aspects for considening
mur-tmrﬂ'r'mnl'cd miabtars, CROSS00M has mace the assessment thet it wal BOT:

n:| ;:I;EF imformation andfor materials req.irl'rE pmtu:li:\n qamst wnauthonz=d dischosure

J mumw[ﬁm:;mum“m mountries;

I:hemlmmmdmmm{nu‘llmhmmhslnwrﬁursuumr‘
rarterials, methods, m:mﬁummq:mmun:mwfmmmm

purpases];

rl] |mma|mwmmmwmmmmrumm

MMmMr:tn:nﬂm'smlﬂfmmht:dbmﬁm:dbh:tﬂnﬂﬁu

f—_-_ -~J
2. Sensitee information with security recommendation
il —— A ———y

Hmm}uﬁimmimqﬁnﬁlinﬂmﬁmﬁmmmMM,

fill in the Sensitive information with security necommendation” table belos.

] hpﬂl‘l:lpi! tmird parties, i mﬂeﬂl&mmumwmmmﬂm should heree
N0 aooess to sensitive deliverables with security recommendation.

I Howeeer, when it is Enown in acvance Bt a specfic pre-identified group of
mpm{mp:mﬂmmb&ﬂmmwmwﬂmwh
table

7] WMMmmmhmpmm,mmuuun
-i-;pmlnrﬂmﬁwugmﬂyrr

I The ‘Sensitive information with security recommendstion’ taole may be modited througfout

ﬂtlﬂ:dﬂanﬂctkynuﬁﬁmmb:h:m_ﬁ[mﬂlh:mmm
Epprovel of the granting sshority.

I The table below shoukd not indude mmlimfﬂ'ml‘fm
reasons &g, inkelectual property or commendal saoets, sto).

Number and name of | Name of lemd | Dete of production Name of entity
the gejiverabiz participant for

ﬁm“mmﬂsm.

Ll ORI C LS 000 TS0 — inrasisd spbaruanrioy B2

—_----
<‘1 Daszitiad informasan )

If]wpm]u:t inteEnds to use or produc cmssitied information, il in the S.luLprm'i:Ieu =3 ="
mﬁnﬁ to our proj ific seawity requirements. Consult the sidence Clacsification of
information in Horizon Europs: projects.

--~

B mwmmdﬂmmmﬂmm wiith nor-EL Counbries sndor
irt=Tatioral jors, in cas= bereficsnas from thass counfries o intermationsl
arpanisations participate in the projec.

E rl'r:hmt.insutlnpnntiul'hmﬂ: mﬁnﬂnul:rmtrmstnbtunhhn'lrbfmﬂf
Ci=arance || end in point 7, the benefidaries that must obtain & Fersonnel Security

B The in.:-u-hmfnme Grant Agreement [Annex 1- Desoiption of Action] of the completed SAL is
m*,fumﬂwnnﬁﬁmﬁuumhsumm.

SECOURITY ASPECTS LETTER

Tris security aspects lettar Acuunlﬁzgalmarthemsmtwemﬂm
describes grant sgresment spedific security requinsments. Feilure to mest these: requirements
Wmﬂmmnmmmmmlﬂ'ﬂmmumm
The beneficiaries must with the minimum standards as iaid down in the Commission
Den'.':inn{ELl, m]muﬂmmmmr Daummﬁmjmﬂ
Mﬁymummmmmmﬁmmimmrﬁm.
uﬁﬂmﬁm}dmmn:iimmmmiuinqﬂ:mﬁgmu.h bereficanes should
Tollora the lstest wersion of the Horizon Europe Programme: Security instruction and cmy out
their respornsibilities acoording to this dooument.
_-?,rﬂ.ﬂ.m,l'
Thebend‘i\:iarigrrumumn:nulllwim[_;l
I PdavenE, insevT one OF MmO mmm mwmm
;rmmﬂ-nfwmmm;‘fpmn v
WWMWMWMHMmequ
mwmﬂmnmmammmmmwmmmmqm
mmumlzm.\mmugmmnh

Tha Agreament batwsen Bonic ong ond the European Linion o
Fmdwprﬁwnn’nngnurﬂzmﬁndm:gmﬂmmm!mmm
mwmwmmmzmozﬂsthmymum.znswm
-mwmmwnjmmeMWm
provemiunes for the exchange of dassified information, signed on 12 fune 2006, ox attnched to

2006467,

the Councll Dedsion ,'anllmm mwﬂmﬂ!lnl;umhlg

ITaNGEmENLs.
The Agreemant bohwsen bt Eurmpean Liniom and krow! on security orooedures Jor the
mqlﬂmﬁﬂ wmumzmmmmmmum

WWIEMMﬂMM.ﬁme
- The Agreement bafween the Europcan Linfon and e Princnolity of Lisovionsioin on secuniy

2



The Security Section in part-B has, basically, 3 sub-sections...

ol HORD-CLE A D504 — incrasasd cpbebruacurioy 2131 Ll RO O 0 50 — e d cpbetruanurioy B
fwrarel. saakaacer § Foare i Jmaarioy . WA - el i §

impact of inddents amocisbed with the handing and storgs of UL The bensficary or
subcontractor mest infonm the sranting authority of its BOP.

Comments on The need-to-inow, purpose of the socess and planned use for ‘Reader only’
roe: ptmrn:l:n tnu'mmmafﬂtll?uﬁ:urm:mtuﬂtchssﬁadddim mmd the
plarned use. In cass an enty | bern:ﬁmn.'u'ﬂ'm:l ntﬂvithmc:tﬂ:-llstbdmed—tn—hm
mrLg.?tmnbelnduﬂbdnmlnﬂsc-E This antty should e listed ac ‘Feader onhy™. A
m:mmpmmmu:aﬁyhmﬂmmmmumm FBCIi'I.'lr
mm;mmmmunmmumm:cMW The msseccment of the
entity’s nssg-to-Enow, shoukd be msde svailanie bo the sranting suthority, if requested.

——__-—---—-__-
<’ 3.2 - The Security Olassification Guide [505] |appendix of the 541 >
~mmmamﬁllmmﬁwm

mssification Guide' nue:mm::ms:mxﬁmmmummﬁm
Wmmmmmmmﬁmwm

£, A&l dessified doourents [at EU, national or intemational level] planned bo be used by the
mﬂmmmnﬁﬁmmzﬂwm

L&} MImmﬂiﬂmﬁnuﬁpunﬂmh:mwmuqenmuu&tm“mﬂ
for EU classified foreground information.

f, Different defiverables of the same project can have different dassification levels; the =me
ddnmd:mlbeufud:dnpm‘ls.mmmbechmﬁ:dtliﬂ:mntml

I, Entities (including from the project consortium| not listed in the 506 for both classified
wmwmmuhnEmmmmmmruTMM

I mmu:uum:uwmmummmmmwn

||--||-|--|- ihs S0o O Qi VTR E [OSTTT | WATTTERORT) s SRy !
b hmemmﬁr[u:ﬁmwmmmﬂ“immsuninummmﬂ it cam be
included in advance in the 50 for BU classifisd mrrmﬂumtt'rﬂu.ldb:

listed as ‘render only. A detsikd description of this entity, their estaniished nesd-to-know and
& reference to Faciity Security Qearance, when nesgec, should be induded in the relzvant
CIHUTIn.

Specific instructions for the fable “Use of diassified Background information’:
Omssification Levet mention the: sxisting cassiffication lewel of the document [EL, rational or
intarmational clacsification)
Originator: mention the rame of the znﬁ't'f', i EU institution, EU MAsmbesr State  mor-EL
counkry o int=mationsl orgsnisation, under whose authority the dassified informeation was
rested and classified
Reference: number of the originsfor's authorisation for the uses you should mention the
reference rumiber of the document issusd Dy the originstor v which the lstter piees
muthorisation to partain aptites of the consortium to wse the cassifisd document to be lished in
the 505 table. The authorization lstter should be =t the cispasal of the granting sutmority, it
requested.

Specific instructions for compieting the 5005 tabie ‘Production of EU dessified Forsground

information’:
Osssification Levet indicate the classification level proposed by you. In the: framework of EU
projacts, information can be classified as RESTREINT UE/EL RESTRICTED, COMFIDENTIEL UE/EL
COMFIDENTIAL and SECRET US/EL SECRET (prant sgresments must not imwohe informartion
dazsiffed TRES SECRET UIE/EL TOF SECRET]. During rant praparetion, upcate the ke with the
mﬁiﬂimhﬂn’ndinhsmsauﬁwmrt

.IME'H‘!I"DECH"H‘E mnmnmwmmmmgﬁ ‘SHJH'I‘.III

m{mmw “Contribubar, “Blind ook bubor Hﬂdernm,‘ W'I'lﬂ'lmm‘h't‘r’
ciery

or thind jparty] is fisted = biind contributor, it must have o acess bo the

celvemble




The Security Section in part-B has, basically, 3 sub-sections...

Lt RO oL e 0] TSl S o ek o phet L iy B Calt MR L 0 5 = i d Cpbebruacuriny 2001

- ;
Security Cassification Guite |508] ( 8. Seauity Stum ~’
5. PﬂFftStﬂ.lTl‘[lIﬁt P50
Use of cassfied baciground information N o e El -
— — I your pm-e-ct e bu:lcgu.r-d andfor foreground cassified informetion you should compiete
Eeference and name of | Oassification Cnigemator Reference  number of the Deiow table. You should ako attach 8 mngse O with the Project Security Officers relsvant
documeent v [EL. instistion, EU onginator suthonsaton :eu.n:'ll rr'maﬁe'ru't up:'l!m:: DOne Pmappnrr..eﬂ per :r\ajed: = sufigiant. The P50 shiould have

hAsrrioer Shate. noreEL the appropriste security Claarance.

£ounkry or |0 under Tha role of the FSO i o SUSrantss that the rLiss on the handing of EU cazzified information &ng

whose authority the fombd . N =
; o e Bppiicbie security procedunes are respect
crested and chaszified] Project securiy
Hame Haticrality Profession

-
( 5. Secity AddsoryBcardsag] 9
-~ -
If 'rﬂ H'M:ﬁam and/for foresround cassified information you should complete
the beken tabie. The SA8 shoukd be Composed of BN UNEVEN NUMber of members | minirem thres]
-:\m..:trg Of End-user represertatives/mramal reviswerns| with 2 zood kna-ﬂudse of the s=ourity
izzues raised by the spedfic Frn_pt:.rmmﬁ:ld “fious showld niso atinch mondise Cvs desoi ning the

_T-—-—-—---..~

Add a5 many rows as needed.

: iby Dlassitication Gui |.5“'-’5| Sﬂsmmbefr:m-ﬂmu't'nmmrtwsmm ombination with your :n:jed:ur:m

arza. The SAE memibers should haee the uppﬂ:l:rlr..: J:c.rltr'ch:nmnc:

Production of EL classified fareground information The role of the: S48 is to rewiew, throughout the project's fi, the project deliermbies, in order to

— and | Clmesifi Ba iaries i n jon o P A — msses whether d‘w incude ary seoumy sepsities  infoemation, praocse their classification,

o-edm.."hztm-e‘bcanc Iﬂfﬂ".l'ﬂ!'lll"ﬂsurﬁ-m onevent "ET."E s of such Informreshon.

rame of | v
deliverable (R-LES c Hame Rees ponsibility D= of Comments
. SR - ! . N
UEfELL 5 . "’“""':m FTRRCton | need-tokrow, my
r . negery ! . -
UE/ELRE) o L"D';?::: Memibers name | Mationality Professon Erens of competence
-::r!;'::'mm, planned s for
. “Faader ﬂnrr‘
contributor,
roie]
remger onily|

Add Bz Many rows Bs nesded.
7. Other project-specific seourity measures
Mo additionsl project-specific security measures

Add a5 many rows as needed.



Last considerations regarding the Security Scrutiny...

1. The Security Scrutiny will be carried out in the following cases:

v' Automatically, when a proposal has been submitted under a security sensitive topic
(Cluster-3 & Space calls from cluster-4);

v In other cases, when the Security Screening has concluded that the proposal is very
likely to raise security issues for which mitigation measures should be adopted.

2. The Security Scrutiny will focus ONLY on the potential sensitive information (from the
security point of view) related with your project:

v This type of information requires limited dissemination due to security reasons.
v’ Issues concerning IPR and commercial secrets fall out of the scope of this category.

v" Such information will be marked as ‘SEN’ and an additional column will indicate the
security type in the deliverables table of part-B (In H2020 it was marked as
Confidential, CO).

3. The Security Scrutiny is performed by the the HE Security Security Scrutiny Group of
about 58 experts from EU Member State (experts usually working for the National
Security Authority or a ministry, e.g. Home Affairs, Security and Justice). 2 They follow
the “Guidance on Classification of information in Horizon Europe projects”



https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

But, what can be considered
Security Sensitive Information?



Sort of information that can be “Security Sentitive” in your proposal...

It can refers both to the “subject of research” as well the “type
of research” in your project...

Potential sensitive subject of research: Potential sensitive type of research results (or
input information/documents for your project):

O explosives & CBRN O threat assessments

Q infrastructure & utilities O vulnerability assessments

O border security O specifications

O intelligent surveillance U capability assessments

O terrorism & organised crime U incidents/scenarios based on real-life

O digital security security incidents and potential threat

O space scenarios

... as a consequence, some of the deliverables, activities or the
whole proposal can be secure sensitive classified! = In
Framework Programme projects the common situation in
projects is that only deliverables may be classified.

E3 <k L
HORIZONTE R — * ESPANA ,ﬁ, B, W [:l]Tl
EU RO PA L r?r';';z;g:de la UE 2 ’

@HorizonteEuropa

PUEDE. -
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The best orientation is to use the “Guidance on
Classification of information in Horizon Europe projects”

Horizon Europe

Classification of information
in Horizon Europe projects

Veokn 30
22 My 2021

t3 Critical infrastructure and utilities research

Table of contents

1. When and for how long must information be classified?

.............................................. 5
2 ClasSHICALION IoW RIS 1uuuuusunsnnn s b e w00 0000000 00 000 00 08 00 0 000 8 0 A 0 U4 S04 MR i R 8 5
3. Technology readiness levels (TRLS) ...ccciicmiiimaiaiimimmassisiisasssssisssnsssssissssas sasssasasansa 6
4. How to classify Information? ......cccciiiiicniieinimeeinnmieininieciniisnsneesaiseeseisesseesnsnessnsnnssane 6

4.1 Explosives research.. TP J
4.2 CBRN research .

---------------------------------B

--------------------------------i
4.4 Border security research.. et eateadessessssaseaseasesssesimsessecsseateataaessanearsasaanearenersssnasensranrans Ll
4.5 Terrorism researchlz
4.6 Organised crime research .o

w13
4.7 Digital security research .ooeeveeecenievecvninenns

L = Ll === o 1 [ 15

Let’s see the example later on!

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-

of-information-in-he-projects he en.pdf
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

What is considered EU Classified Information (EUCI)?

Classified information (Art. 13.2 MGA and Annex 5) is information requiring
protection against unauthorised disclosure.

» A project might use classified background information or produce classified
foreground information.

> Classified background information = Is information already classified by the
EU entities, nation states or international organisations, which is used in the
frame of a project.

» Classified foreground information = Is information produced by a project,
which needs to be designated by an EU classification (EUCI).

» EUCI definition in Commission Decision 444/2015: “European Union classified information
(EUCI) means any information or material designated by an EU security classification, the
unauthorised disclosure of which could cause varying degrees of prejudice to the interests of
the European Union or of one or more of its Member States”.

< Example: some of the information produced by a project could potentially be used to plan terrorist
attacks or avoid detection of criminal activities.
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Results coming out from the Security Scrutiny of your proposal

= No security concern - No security issues were identified in the
proposal = No security section in the GA.

= Security recommendations - The Security Scrutiny Summary
Report (SecScrSR) will list one or more security requirements that will
be set out in the Security Section of Annex 1 of the GA:

— security recommendation to limit the dissemination of sensitive deliverables for
security reasons to the consortium, granting authority staff and potentially to a
specific pre-identified group of stakeholders with an established need-to-know;

— classification of certain deliverables at a certain level (EUCI);

— appointment of a Project Security Officer (PSO) in case of classification;
— establishment of a Security Advisory Board (SAB);

— other security recommendations (e.g. ensuring that personnel has followed
trainings on security, adjusting the scope of a certain work package, etc.).

x Proposal too sensitive to be funded - information to be used
or generated by the project is too sensitive, or applicants lack the right
experience, skills or authorisations to handle classified information at
the appropriate level. = Funding is refused and the proposal is
rejected.




Levels of classification of Security Sensitive Information,
EUCI classification

There are four levels of EU classification of your activities/deliverables:

v v' TRES SECRET UE/EU TOP-SECRET (TS-UE/EU-TS) - ATTENTION: projects involving
@ information classified TRES SECRET UE/EU TOP-SECRET (TS-UE/EU-TS) cannot be funded

under Horizon Europe (as in H2020).

v' SECRET UE/EU SECRET (S-UE/EU-S): for information and material the unauthorised
disclosure of which could seriously harm the essential interests of the European Union
or of one or more of the Member States.

v' Example: threatening of life or the serious prejudicing of public order or individual security and
liberty.

v' CONFIDENTIEL UE/EU CONFIDENTIAL (C-UE/EU-C): for information and material the
unauthorised disclosure of which could harm the essential interests of the European
Union or of one or more of the Member States.

v' Example: inception of damage to the operational effectiveness or security of a Member State or
other State's forces or to the effectiveness of valuable security or intelligence operations.



4.3 Critical infrastructure and utilities research
What?

‘Critical infrastructures and utilities’ are assets and systems (e.g. buildings and
urban areas; energy, water, transport and communications networks; supply chains;

financial infrastructures, etc.) which are essential for maintaining vital social functions
(health, safety, security, economic or social well-being)*.

How to deal with threat assessments?

Analyses of man-made threats to infrastructure should be classified RESTREINT UE/EU
RESTRICTED. If they add value (e.g. by prioritising threats), they should be classified
CONFIDENTIEL UE/EU CONFIDENTIAL.

How to deal with vulnerability assessments?

Detailed gap analyses intrinsic to specific infrastructure and assessments of current
security systems, technologies and processes and other extant security solutions should
be classified RESTREINT UE/EU RESTRICTED. If they add value (e.g. by including
cniticality analyses, highly detailed case studies, vulnerability modelling of supply systems
or vulnerability assessment methodologies) they should be classified CONFIDENTIEL
UE/EU CONFIDENTIAL.

Given the specific threat of terrorist attacks on aviation infrastructure, vulnerability
analyses of both passenger and cargo security solutions and processes should also be
classified CONFIDENTIEL UE/EU CONFIDENTIAL.

How to deal with specifications?

The design, specifications and operation of software tools and platforms to prevent and
detect attacks on Infrastructure and the design, specifications and operation of
architectural security solutions for utilities should be classified RESTREINT UE/EU
RESTRICTED.

Detalled detection techniques for early-waming and event analysis (such as those for use
in public transport and urban environments) and the definition of the data sources to be
used should be dassified RESTREINT UE/EU RESTRICTED.

Information on sensor networks (such as those used to identify potential incidents in
energy gnds, ICT systems or water supply systems) should be classified RESTREINT
UE/EU RESTRICTED. Automated analysis of sensor data, the algorithms used and
detalled information on other qualitative and quantitative tools to detect security threats
should be classified RESTREINT UE/EU RESTRICTED.

Detailed specifications of organisational and operational processes regarding distribution
networks and supply chains (such as postal systems) should be classified RESTREINT
UE/EU RESTRICTED.

Again, given the higher threat level, the design, specifications and operation of beyond
the state-of-the-art screening and detection systems for aviation purposes should be
classified CONFIDENTIEL UE/EU CONFIDENTIAL, as should detailed information on airport
checkpoint design and procedures. Detailed information on air cargo supply chains should
be classified RESTREINT UE/EU RESTRICTED, like other supply chains.

HORIZONTE

EUROPA

@HorizonteEuropa

Divisién de

Programas de la UE

4

Example of the “HE guidelines’
regarding a project focus on

4

“Critical Infrastructures’

How to deal with capability assessments?

Reports on the performance of systems installed in infrastructure {such as power plants
or water treatment plants) should be classified CONFIDENTIEL UE/EU CONFIDENTIAL.

The performance of completed detection and security systems in simulated environments
(such as demonstrations of early-warning systems or physical security solutions for
buildings) should be classified RESTREINT UE/EU RESTRICTED.

The capabilities of aviation detection equipment and processes in simulated environments
should be classified CONFIDENTIEL UE/EU COMNFIDENTIAL.

How to deal with incidents/scenarios assessments?

Detailed information on scenarios and incidents involving attacks on critical infrastructure
should be classified RESTREINT UE/EU RESTRICTED. If it adds value (e.g. by including in-
depth guantitative analyses of the potential or actual consequences (human, functional or
financial) of such actions), it should be classified CONFIDENTIEL UE/EU CONFIDENTIAL.

ENERGY HEALTH TRANSPORT FINANCIAL IcT
s
WATER FOOD PUBLIC & LEGAL CHEMICAL & SPACE AND
ORDER AND MNUCLEAR RESEARCH
SAFTY INDUSTRY
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Security aspects regards not
only the subject but also to
“who” may access...



Third Countries & Associated Countries

L EU classification is limited to EU Member States (EUCI deliverables).

L Projects involving classified information can, in principle, include participants
from non- EU countries... HOWEVER, ONLY beneficiaries from countries with
a valid Security of Information Agreement with the EU can access and
handle classified information used/produced by the project (EUCI
deliverables). = As a consequence:

v' There is NO restriction for non-EU countries without

Secu rity Agreement to the participate to projects involving classified information,

AS FAR AS THEY DON’T HAVE ACCESS TO EUCI information.
| These partners CANNOT access to
eliverables/tasks/background information EUCI.

v" The non-EU countries possessing a Security Agreement with the EU are to be found in the
Council document 15035/19 (https://data.consilium.europa.eu/doc/document/ST-15035-
2019-INIT/en/pdf ) 2> MOST AGREEMENTS ARE STILL UNDER NEGOTIATION!
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https://data.consilium.europa.eu/doc/document/ST-15035-2019-INIT/en/pdf

Thus, security sensitive information regards not only to
the activities & research done, but also to the consortia!l!

EUCI and proposals involving participants from third countries

® General rule: EUCI is limited to EU Member States

® Projects using/producing EUCI can include participants from associated
or third countries

® Countries having a security agreement with the EU (Council level) could
refer to that security agreement for handling EUCI

® Special MoU (Memorandum of Understanding) could be agreed between
the countries involved in the handling of sensitive information of a
project limited to that project

’ Participants from associated countries and/or third countries without a
Security Agreement with the EU can participate in projects

involving/producing EUCI if no access to sensitive information has been
foreseen
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Situations that we may face in our consortia...
Two exemples of EXCLUSION

1.- OR WELL FROM ALL THE PROPOSAL, that is, this partner from XX-country
CANNOT be member of the consortia... 2 PLEASE, check eligibility conditions at
topic level...

P.e.: If the topics says that “ONLY entities stablished in MMSS or Associated
Countries”, then, p.e.,

Switzerland MAY NOT participate in the consorcium
BECAUSE IS NOT AN ASSOCIATED COUNTRY.

2.- OR WELL ONLY some DELIVERABLES are EUCI, then, the associated country
can be part of the consortium, BUT if they want to have access to them, then
that country has to have signed the agreement of exchange EUCI with the EU. 2
ATTENTION: Upto the moment, UK has NOT signed yet the agreement of
exchange EUCI with the EU (...among other agreements that are still pending!).
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Attention with the neighbours
which ARE NOT Associated
Countries YET!!!!
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HORIZON-CL3-2022-C5-01-03: Transition towards Quantum-Resistant Cryptography

Specific conditions

Expected EU The Commussion estimates that an EU contmbution of between EUR

coniribution per | 3.50 and 6.00 pullion would allow these outcomes to be addressed

project appropmately. Nonetheless, this does not preclude submission pnd
selection of a proposal requesting different amounts.

Indicative budget | The total indicative budget for the topic 1s EUE. 11.00 million.

Type of Action Innovation Achons

Eligibility
ondificns

strategic assets, interests, autonomy, or securnty, namely cybersecunity mn

the field of Quanmm-Fesistant Cryptography, participation is limited to
legal entifies established m Member States and associated
countries. Proposals including legal entities which are not established in
these counines will be mehimble.

ome activities, resulting from this topic, may mvelve using classified
background and/or producing of secunty semsitive results (EUCI and
SEN). Please refer to the related provisions in section B Secunty — EU
classified and sensitive information of the General Annexes.

Technology Activiies are expected to achieve TEL 6 by the end of the project — see
Readiness Level General Annex B.

Legal and The mules are described in General Annex G. The following exceptions
[financial set-up of | apply:

the Grant _ Beneficiaries may provide financial support to third parties in the form
Agreements of grants. The maximum amount to be granted to each third party is EUR.

300 000 to support the expected outcomes of the topic, for example

measuring, assessing and  standardizing/cerfifying  future-proof

cryptography.




Last but not least...



Reference documents

v" Regulation establishing Horizon Europe: Security (Art. 20)
v" Model Grant Agreement: Confidentiality and security (Art. 13 and Annex 5)

v" Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for
protecting EU classified information.

v' Commission Decision 2021/259 laying down implementing rules on industrial security
with regard to classified grants.

Guidelines for Security Experts on the Security Scrutiny Procedure (coming soon).
v" Guidance on the ‘classification of information in Horizon Europe projects’ (July 2021).
v"  Guidance on ‘How to handle Security sensitive projects’ (July 2021).
v" Horizon Europe Programme Security Instruction (PSI) (Version 1.0, June 2021).
v" HE Programme Guide (June 2021).
v" Guidance note on ‘potential misuse of research’.
v" Guidance note on ‘research with an exclusive focus on civil applications’.
v
A

Security section of the HE proposal template, including the template of the Security
spects Letter (SAL) and its annex (Security Classification Guide (SCG)).
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https://ec.europa.eu/info/funding-
tenders/opportunities/docs/2021-
2027/common/guidance/how-to-
handle-security-sensitive-

How to handle security-sensitive projects projects en.pdf
Projects with sensitive and dassified information

EU Grants

Version 1.0
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf

Reference documents
v' Guidance on the ‘classification of information in Horizon Europe
projects’ (July 2021).

v' Guidance on ‘How to handle Security sensitive projects’ (July
2021).

v Horizon Europe Programme Security Instruction (PSI) (June 2021).

Horizon Europe PSI I S matootionmy, s

PROGRAMME SECURITY INSTRUCTION
CONCERNING

Honizon Europe Programme
(SHORY TITLE: Hom@ow EuRoet PSY)

EU Grants P
Version 10
i Dated
How to handle security-sensitive projects Horizon Europe (HORIZON) o 2020
Projects with sensitive and classified information .:::.:;'
Classification of information in Horizon i
Europe projects S §
HIRD §
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

Merci beaucoup!
Dank u wel!

PhD Marina Martinez-Garcia
Framework Programme officer at SOST-CDTI Brussels
Cluster-3 Horizon Europe National Contact Point
marina.cdti@sost.be
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